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WHAT ARE THOSE COMPUTERS
*{ SAYING TO EACH OTHER?

WITH TCPDUMP,
YOU CAN FIND OUT!
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The man page for tepdump starts Like this:

NAME
tcpdump - dump traffic on a network

SYNOPSIS
tcpdump [ -AbdDefhHIJKLLnNOpqStuUvxX# 1 [ -B buffer size ]
[ -c count ]

[ -C file size ] [ -G rotate seconds ] [ -F file ]

[ -i interface ] [ -j tstamp type ] [ -m module ] [ -M secret ]
[ --number ] [ -Q in|out|inout ]

[ -r file 1 [ -V file ] [ -s snaplen ] [ -T type ] [ -w file ]
[ -W filecount ]
[
[
[
[
[

-E spi@ipaddr algo:secret,... ]
-y datalinktype ] [ -z postrotate-command ] [ -Z user ]

--time-stamp-precision=tstamp precision ]
--immediate-mode ] [ --version ]
expression ]
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what is tepdump for?

tepdump coplures network traffic
and prints it out for you.

For example! Yesterday DNS lookups
on my laptop were slows

00% £ hat's hqppemng?
° T know, i
use ‘t‘cpdumpY
§>SUC|O tcpdump -n -L any por‘l' 53

DNS queries

10:52:03.992138 IP 192.168.1.241.63019-4)192.168.1.1.53: 44000+ A? ask.metafilter.com. (36)
10:52:08.972719 IP 192.168.1.241.63019-#]192.168.1.1.53

: 44000+ A? ask.metafilter.com. (36)
10:52:13.919782 IP 192.168.1.241.63019- 192.168.1.1.53

: 44000+ A? ask.metafilter.com. (36)
10:52:13.928894 IP 192.168.1.1.53 > 192.168.1.241.63019:

: 44000 2/0/0 CNAME metafilter.com.,
A 54.186.13.33 (80) a

DNS ces ponse

This means that there were 3 DNS queries
(at 10:52:03, 10:52:08, 10:52: 13) , but only
the 2 one got a response !

T ‘Fl'%ured my router was probably the problem,
1 cestarted it, and my infernet was fast again!

Lets learn how to debug problems with tcpdump!
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Questions you can answer
wth 'l'cPdUmp

—* what DNS queries is my laptap sending?
“tepdump -i any port 53"
— T have o Secver running on port 1337.
Afﬁ Omlj ackets am‘vma at that Par'l"
ot ALL?%?
b ‘I’cpdump -t any port 337"

— What packets ace com.‘nﬁ into my secver
from TP 1.2.3.47

“tepdump port 1337 and  host 12.39”

—* show me all DNS quertes +hat facl

“tepdump udpl113 £OxF==3"
((Omp\.'Cn‘\Fd but it works ')

—# how long are the TCP connections
on this box lasting right now?

“i‘cPc\umP -W packe‘tS.Pcap"
and omahéze Packe’\'s.Pca.p in Wireshark
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