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what's thig?
HiY This is me:
JuulA EvaNs

blotj: jyns.cec %
tuwitter:@bork

and in this zine T want to tell you about

how I SOt
better ot
debugging

These are 5 ways T've c\r\o.nsed how T +think
obout debugsingz

g Remember the bug is hqppemns

for a logical reason.

Tt's hever magic. Reallnd. Even when it makes no sense.

@Be confi denJr T can Fix it

mque this we\l Tve fixed
before: is too a \ot of hard
hard bugs before

2 Talk to my coworkers

?’@ O




Nnow:

l know my debugg.ns toolk it

e ore:

T wont to know
$THNG but T

don't know how
to ’Fl'nd ocut

mosf nmporﬁmﬂg 1 learned #o (ike ¢t
before: “b" about +o learn
N facial ex pression:
determination

something
T can't teadn you in 20 pages to ¥ debugging
(though I'll try amjwmj',\ T can show you some of

my debussing toolkit+y though !

These ace the tools I reach for when I have

o question about a program T want to know
the answer to. By the ead of this, T hope

+6 have given you & few new tools to use !



Section 12 T/0 and
X Sgs+em callg &

Hello, dear reader U Tn this zine  there

are 3 sections 0‘9 tools that I love.

For each tool T'1l tell you wlnj i+’s useful

and give an example. Fach one is either

g

Some 0§ the most basic ques-l'ions kjou
mls\n‘t have when you lcﬁ unto a
musbeha\lms machine are:

- isthis machine \,Jri'hns to or recui\nj
from disk 7 The network?
- are the programs reo.dingf-iles’?. Whidh

files?

SO, were s‘fo.rting with —?mc\ms out
whith resources are bemq used and

what gur programs are. doing... Let’s go ¥
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dstat | Z
”
T love dstat because it's
Super S\mg\e . Everl.} second,L'{'

Prin‘('s out how muc_l'\ network and
disk your computer used that second.

Once Thad an irfermittently slow database

server. T opened up dstat and stared ot
the oyt put while mon H’orin% database speed-

send \fec_v

1

{ SOK during this period,

I sk everything is norma.|
! (o}

! 200 MB\ DATARASE

I 48 MB GETS sSLow

]
]

g } back to norma

Could 300M™MB coming in over the
network mean ... o 300MB database queryll
SYESY =
This woS an AWESOME CLUE that
helpe,d os isclate the problem query,
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Frace

shicker on ™3

Strace is my favourite program. Tt prints
ever% 335+em call your program used. T+/s

A ool woy to get an overall picture of whot your
progrom is do‘n3, and T ¥ using it 1o answer

questions like ™ which files are being apened? "

‘ A
'.5 strace python my_progra_m.riy_-\ k g;&

ceod open(“/home/bork/.config_file") = \3/
et read(3, "the contents of the file")
~ -+. hundreds of lines...

f’(connect(s, "172.217.0.163")
sendto(5, “hill")

WARNING
strace can make your program

run 50x% slower. Don't run it on your
pcoduction dotabase

T con't do justice to strace here, but T have
a. whole other zine aboutit at

jvns.ca/zines



opensnoap Y

eB PF Y

(k"\d Q'F)

\«/hen Ljou run

‘;—E)pensm;)p -P $PI[2 \

it will print out every file

being opened by a progrom. You migh‘t think-..

and you would be r‘ighf. But
strace can make your
program run 10x glower.

o0, strace can do this
too¥ Tust use )
strace -eopen -p $PID

t

opensnoop won't slow you dawn.

= how to Se_f it = = how i+ works =
Re‘luireS: Ubuntu 16.04 + opensnocp is a script
or & ~Y Y+ Kernel version that uses o new k‘e‘r‘q’e_(
TInstallation nstructions at: Feature called ; Q,B,p/[:“

BPFis fastV
Si‘H\ub. cam [ iovisor /bec eBPFis Tast
Thele'S&lso an openSnqu

on 0SX & Qspl
+hee are. lots of eBPF- Thot one is powered
Powe(ea YooleY Check oot b)’ DTcace.

Yrat GrHob (epo o

\ea((\ moce !
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SEC.‘['lOﬂ 7\_ \ nE‘l'workmg

P
//////’

TVve devoted o lot of space inthis zine to
networking tools, and T want to explain why.

A lot of the programs T work with
communicate over HTTP.
response

request -

(§ (JET %/ name : —Fru'Fru“,
Jecats /42" program c.olour “ploe”
o

Evernj programming languag e uses the
same netuwork protocols T So the network
i$ o nice \ansuage—independemL place to
answer questions like:

* Was the request wronq, or was
Lt the response?
* (S my service even runm‘ns?

*my program is slow. Whose fault

is that 7
Le‘fls cho



HTTP requests are fundamentall
realld simple — they're just textl To see
that, let's moke one bng hand ¥ First, make a_ file:

—_—— - ——

\
:ie_ffues’c. txt |

! GeT / HTTP/L1 \\
i Host: ask.mefafiltec.com |
: User-Agent - zine |
: (2 new \ines! impomn'cu,n .
{

pu—

/rh(’_f\ . - ne gh;nAs for netcat

't cat r ] e metafilter.com 80

| cat request.txt

Ponse back \,Ji‘H'1 abund'l
etcat to send
ckl g:

You should 3e’c o. res

of HTML\. You can also vse N
files over a local network gui

huge

;tepl: (on ‘farsef mad\ine\ S‘Eep'li (on the SOU"CQ)

o—mm— T m 4 e e —— -
[ l

| -

|' $E;S\t;qzm:szr | .'l cat bigfile | ‘\‘

| 168.2.82 o0 Ui 01q7. 168, 2.132 9931

! $nc -2 993) 7 bigfile | N

e T Tl TE

( this sends the da‘l‘a;

+his \istens on the -Por'('l.



X netstat «
netsta

Ever% network request 3&1’5 sent to ‘
6N ng_t (like 80) on a (_ompu‘f'er. To

reec;ive o recf\ues'i', o program (aka‘\servefl')
neeos to be \is+encnj' on the port. andms
out which p(osra.ms are. Risl‘em‘rB on which

ports is really easy . Tts jost
xo
W\ n 2 *O(
% ‘éuna/ P\eou;eq % X“g:‘paoo-
a\so known as k:‘::“"'\\u

¢ ST T2 -

’\\Sudo netstat —‘funap(\\}

—_ — —
—_— — —_— —_ -

Here's what Lbou'” see:

pro‘f:o \ocal address PID /Prosram nome
tep 0.0.0.0 =5j,\53 2993 /python
port

SO\. T netstat becauvse
it tellg me which processes
are unning on whidh ports.

—- e ——— =TT

of - -P } instead

On 0S X, use :ll—s



"k..

n (QP 1S mta ‘FQ\IOU('H'G s‘('arfer ne‘fwork
SPY tool b Try e right now! Runt

§r SUdO njrep e any mej’q‘?LH’et"‘.‘

Then qo to http:/ metafilter. com

in your browser. You should see ,
matching network packets in Ngreps
Ou‘@pu‘t‘[ We are SPIES U

Recen’r15 ot work T'd made a chang e
to o client so+hat it sent

{“some_id " . ’5 with all its
requests. T wanted o make suce

i+ was working, so T ran:

—_—— —_~
—_— — — —_— ~

~

sudo nQgrep some— od )

7
—_—

14
1
~

~ —_— - — - — —

T found out that everything was ok O



&) 'l:c,pAumD v

C_Pdump is the most difficolt
ne{“working tool we'll discuss here
and it Yook, me a. while +o v it

T use i+ to save network. traffic to
Oma\bze, lotecr!

see
ns.cx/zines
far o zine
all about

S

“port 897"

- - —— = — — — — =1 actually atin
sudo N >

‘: t_CPd ump Por'f.' 8997 ‘\\ progmam inthe

1 W Service.pcap v Berke}eg Packet

~ T == — = === = ———"| Filler" (8PF)

] J \o,nsque. BPF
o\“pcc\p £l packet capture”) is+he i‘\ﬁ‘; get compiled
standard for saving network troffic. + fes reneels
Everything understands peap 4 e

Some  situations where TN use ‘I’deump:

* I/W\ Sending a request to amachine and
T want to know whether i+ even getting there

(E_{'c_p(_!uz-\g E":"’ _&0_‘: will Prir\+ every packet on port 86)

* T have some slow network. connections and
T want +o know whether 1o blame the C(l'en'f'
or server. (we'll also need wireshark’,)

* T )us‘} want ta pn‘n+ aut packets +o
see them H’cpdump —A)



wireshark
Wirechark is OJ\ GUT ool

for network analysic. Heres an eyercise o

Qearn i4Y Ron this:

_— e — — —_——- — =
- \

While Yhot's funning open metadfi ter. com in
Sour browser. Then press Gt+C to stop tepdump.
Now we have acpeap file to analyzel

Exp\ore +the Wireshark interface |
QUCSJUO“S You can ‘t’r(é('fo onswer:

® What HTTP headers did yooc browser

send to metafilter.com?

(hint: click Statistics = Conversoﬁfons\

@ How mantj po\cke+s Were. exc\’\angec{
with metofilter.com ‘s servers 7/[,';";:{;3,?

- —_—— = - -— & i
(hint: search |ip-dst== 54.\86.13-335\) ehafilfer.com



section 3: CPU*

Youe programs spend a lot of time
on +he CPO! Rillions of cycles.
\Whot avce ‘Hneg:s DOING 7!

This section is about using ﬁ?
o answee that question. pecf is a

Linux -onlu too! that is ew)—remelnj
Lsefol oms5 net as well -k nown &3

it should be.

(in aeneca), my aim in +his zine is to showcase

tools that I +hink don't get enough love @)

Some ’chmgs T didn have space foc in this
section but woated o mentian anyway -

+valqr ind
« the Sava ecosystem’s fantastic
tools (')shckl Visual VM, Yourk i)
which your language is probably jealous of
* $trace (For Linux kernel ‘i'racins)

* LTTng (ditho)
* cRPF



Q pert Q

Peﬁcis not simple or elegant. Tt is & weird
moultitoo] that does a few diﬂ:erent,ver%

useful ‘H’\ings. Firs+, its a \ sam \fng _
= \profiler/

Trg running:
T T T T T s s e
' sudo perf record python ;
' —[p(—es: CHe\+C afber q_f e_w—Se—co;J s\—-

You can look at the results with:

:'3 sudo Per—{l report ;

Mine says it —SP_GZJ_S—G/O—G‘_F_'I;S time inthe
P\/Dich- GetTtem function. Cool! Welearned
o +imjﬂ\ihg about the CD\/-H'\cr\ in’rerpre+er-

‘S\\ous you C fonction S] \works e\lergw\r\ere 7 }
if You use P“J’: 1o p(o‘File
Qa Py-}hcn program, it'll

pemc can be installed on

Pre‘H‘y much any Linux
Show you the Cfunclions machine. The eyact
(Symbok\ from the prﬂ\an —Feo&ures i has will
inferpreter not +he

depend y
Py-ﬂ\or\ foactions. wpenc on oo

keme | version



pect is for everyone

One da%, T had a sewver that was usin
100% of its CPU.Within about 60 seconds,

T knew it wos domg requlac expression
mo&ckmg in Ru'o&:s, How ¢ ‘peck top' is like
JCOP, but for 'Yo_r\(igﬁ instead of pfograms .

1§ sudo pect top |

l"process PID A funct ToN

: rU‘°‘3 a57 Tt motch - ot

perf top doesnt always help. N Roby's internal resexp;
But it easy to try, and sometimes '/, Madching function .
T learn something T

<

espec.‘a||5 Sava. and node devs '.

Remember when T said pe(‘F onls knew S
C foactions? TH's not qui%e true. node.)S

and the SVM (java, scala, clojure...) have bath
+au8h+ pe(f’ obout their functions.

: z : ijavq! z
Use the Look up ‘pecf -map-agent’

-- pect-basic-prof on GitHub and Follow
Command line. option the directisns



Flameaphs

~ ek kbR 1
Flameg(qphs are an owessme Way 1o

visualize CPU pecformance, popularized by
Reendan Gre%'s FlameSrap\r\.pl tool .

7.
h =z

‘:Z%i‘”\u b.com /bxendangreaq /Flame grap

7
Hece's whot -H\e\j look \ike:

[ bke 20% fﬁ%

alliaator 80%,

panda 20% |
main 1007,

Theu're constructed femn collections (usuallb
thousands) of stack traces sampled from
a pcogram . The one above means 809, of

the stack tcaces started with ©

main n

. , h
404 107, with v &‘{f‘l‘d"a n Aligater
eat

You can constroct them from ‘pect 'recordmg;
(see Bendan Gregg's £lame graph github fac how)

but lots of othec unre lated tools can produce
them 400, T Y +hem.-



Spy on yoor CPUY

tip -
google “Latency
nombers evecy
programmer

Should know "

Your CPO has o small
cache on iF (the L1 cache)
thok 1+ can access in

~0.5 nanosewnds !
faster Hhan RAM \
Tf you're +r3in3 to do an ope(o.Jr ron

in m.'crosecOnds, CPU cache usage matters!

5 ‘,—pe:?_s—‘\';i' ls ‘!l
USQ\ = = === =~~~

This runs ‘Is" and prints o ceport ot the end.

E how i+ | Your CPU can track all kinds O‘F_ Soun‘l‘é{j
é Work g about hat itls domg . ‘.‘—pgr:c:s—i‘a‘l:; asks

it 4o cound —H\inss (like L1 comrn
L ceport +he results .

how do T know i_“:
m P(o%(am is usmg
ho

e caches ?

L1 cache misses)

P Hardwace is 0ol | The never used peck stat
in eanest bot T +hink 14 guesome you
can 894' so much infs From Yeue CPU.



'\:\‘\ope Y6U learned
someJrhmg new.
Thank s for reading Vi

Thanks to my Par‘+‘r\€r Kamaol for
help reviewing and to the amazin

Monica. Dinculescu (@ not waldarf)
for the cover art.

To learn more, see -

k my blog . juns.ca
X my other zines: Jyns.calz/nes
X brendansregg. com

But realls gou just need ta experiment.
Try these tools everyuhere . See where theg

help you Frack down bugs and where +he5 don't.

sopSteace really o
helped with
that pcoblem ¥
Tt takes practice, but T find these tools

both fon and a yseful jyob sKill. T hape
you ill -}-oo!

that didn'}
tell me much,
ohwellf




like +this?
there are more
zines at:
hffp://Jvns.ca/zines

CC-BY-NC-SA
Sulia Evans , wizard debugging industries



