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What is using
all of my CPU?!

perf lets you
ce—QO—-ee
Profile your
Programs!

Trace system calls
with low overhead!
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what's this?

(0!\\5 Linux l)

'e

per‘f’ on Linux is one of my Favourite
debugsmg tools. It lets you:

* trace system calls faster than strace
* proFile your C, Go, C+4,node.js, Rust, and Sava /SVM
programs really easily
*  trace or count almost *any™ kernel event
(*perf, count how many packets every Pngrs%m’S"j
Tve even used it more than once to profile Ruby programs,
so it's not yust for systems wizards.

This zine explains both how fo use the most
impor‘\'an'\' per‘,‘— subcommands, and o litHle bit

obout how pect works under the hood .

let me show you my faveurite
pecf features + how T use it!

Juuia Evans
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Y more perf resources &

Thanks for readu‘ns‘_ A few more useFul rescurces:

Greqg's

% Brendan T bfendangregg.com/perf.hfm(«—
bloS

is mlﬁ‘i’ovouri’re per¥ resource. Hig blog £
talks are also usefol !

LWN isa great Linux publication, and
they sometimes poblish articles aboot pecf !

Linux Weekly News
LWN.net
pecf has man pages as sou'd expect.
-m "man pecf top”, for example.

most impoctantly :

—» Pick o program and ‘l’rj to pfo‘Fi\e it
-» See what your kecnel is domS under diffecent workloads?

—+ Try recoding { counting o few kinds of pecf events and
see what happens [

good luck ¥

have fun &
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'H\e per'F- event_ open sys‘}em call

This system call is how pecf asks the Linux kemel
to stact sampling ac tracing.

Here's the system calls signature:

int perf_event_open(struct perf_event_attr *attr,

pid_t pid, int. gcpu, int\group_rd,
unsigned/long [flags);
PIDZ cPU to look at. Yhis is ‘where most of

Can be “all of them" the arguments are

T dont find +his man page all +hat vseful for day-to-day
Peﬁc vsage. ButT Did you know that the 'Per'F' CLT +ool isn't

the only program that uses +he pecf_event_ open syscall?

The “bec’ Projed’isa toolkit for writing advanced profiling
tools vsing eBPF. @ g'quhub_com/aovisor/bcc

With  bee, you can felrrhve_lj easily vse pecf- event_open
Yo create your own custom pro-\"i\ing /'}mc«'nﬁ events 1 A

Hhen you can write code to aggregate / display them any
Wouy you wont.

Search BCC_PERF. OUTPUT in the bce docs 4o learn
more.
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per? top

perf record
(record into pecf.datal
anal%zmg pecf. datex ~~~r~r— 3-9

perf + node js /Sava ~~r—r—n~— 10
kerne\ fonctions in my stack trace?~ |\

% perf' cheat sheet % 12-13
perf stot 4-15
peraC trace b

o {pecf-event_open
How per? works
high-level overview |7
on kemel versions |8

how profiling with perf works 19
which languages perf can profile ~~—— 90

perk : undec the hood 21-22
more. Per*F resources 273
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Per«F top

ij favourite place to stact with pecf is
‘perF top’.

J

top

T Knouw how much
CPU every program
is using

well T know hows
much (PU every

1
<o

pe(? top

M""_" is uscnay
T like to con “perf fap’
on machines Lhen o progcam
s US('nS (00% of +he CPU
ond I don't Know why .

As an example, let's profile a really simple
program T wicte. T+ has a single Punc}ior\
("rur\-aweSome_‘funcHor{') which is an infinite losp.

He(e's +he code Vvoid run_awesome_function () {
int x = 0;
T ran. T called while (1) {

the binartﬁ ) } e

“USE’.,.CPUH. int main() { run_awesome_function(); }

While that s running, start pecf top. It needs
+o run as root, like every pecf subhcommand.

$ sudo Perf top
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per'F: under the hood

T4 often vsefol to have o basic understanding of
how our tools are implemented. Sa let's look at the
inferface the userspace tool (*pers') uses to talk to
the Linux Kecnel. Here's what happens, bosically:

0 perf calls +he Per’f_even'f'_ open system call

@ the kernel writes “events” to a ring buffer
{n user space

® perf reads events off that ring buffer and
dep‘aSS them to you seme hows

What's o ring buffer?

Ba.sma(lb . 's important to use a limided amount
of memory for Pro‘Filmj events. So +he kernel allocates
A fixed amovnt of memary:

QEEIIZII:II:II:IIZH:H:II:II:I

each of these is space far 1 record
and whea that memory 3e+s full becavse

Nnew records are bn’nj weitten faster than perf can
read them)... FFEEGEIEEEE]

uhoops! were ovt of space, guess T
- 1
can't write more events |

Lfnu;\

So if you see warnings from perf aboot events
being dropped, that’s what's happening.
21

Kl
i PP3YIaN0 523045 YiIM 1OBP Of quoM Luplp T F8NVI3Q BosL

3230 pasn T apy fuana o Gunoo) g sazis Jaurmpuos 5136 1aP0Q i
400 2nBig diay 04 3013 Tndasn AP B sYM WM S|4
Vo poys, bugros som J2x0Q 2w piog 41 puo oa4 p3d pasa T DUy
UM SoM Fu_u+s yoym noA sMoys
G))‘an.p‘o 210245 C\)Uo 409 > wa.|.s,(s Ia*_um‘?wvs a\H. 'amk,\ asaku_

‘MSL3SOL 40 dOLS MWL TLOANS ‘0)T300T - '002.PJ4.X@ :BJe ‘MS1ISOL :pwd)T300T

- *BTST 3sodo ovsed} ‘SLIDIL ‘0)TI00T - 'BOULLPS4/X0 :BJe ‘SLF9IL :pwd)T300T

T (T ‘ub\u ‘0@)pE8d =~ T :3unod ‘/pgeeq./pid.iXe :ing)pead

€T (ET /u$~1TMDADNI00, ‘Z)dITIM - :£ZXO :4NQ ‘<8T/SIA/A8P/>Z :Pd)dITIM
\

oo

"ECTX0 > (00026€2X0)X4q - (00026€2X0 349)34q
r"\.l%v.-.q-s /,? % SHuigs ou /,}
-wwiBosd swos ayp uo ‘4nding
w3 Juad pUb 23uys ypoq 3o vosuodwoed D Sy
-Ua UM ) pra) Buiag
20 _poys sBuiys auyr 004 Mous J,vom 41 ®
poaysano

U spiwy 4! 35029 >bwyuoppy Vo g0 pos s1 S1yE]
) Sz wayshs sdojp p sawipawios ()

(h'h >nur] 49 59) Yonoyt $9B0LuonpYsIp 7 310 23y |

‘oS YUN ‘voionpord Ul Uny 04 BF9S St T "PUayYJaNo

SSBTAOM WM QG 5|00 watSAS S3rvay 3004 j—,\ad

woibod
Jgar'm)s xQ) i 1ok 21wy
wuunl wyp Sur
oo I Mou ou yo ot butol wy I

1ybroyt wa)qosd 2uo SOy LI “S|o>wayshs Sanost
_poys Joop BLIBERg2p XnUy SWOSIMY Vo 1 TS

2703 :;)ad



which programming languaqes
con perf profile?

The way perf usvally figures out what function your
Prosfﬂ.ms are rUnnins (%4

0] get the program's instruction painter address

@ get a. copy of the program’s stack

@ unwind the stack to find the address of
the current fonction call

® use the program's symbol table to figure
out the name of the sjmbol that address
Corresponds to 1

The important -Ehinj to understand is that pecf il by default
give yau a. symbol from the program's symbol table

That means perf won't give you fonction names for binaries
where the symbols ace stripped.

Here's how pecf can help you, broken down by pragramming language-

pect will tell you what

‘Func+ion is runm‘nj

Py‘H'\on, Ruby, PHP,
other intecpreted
languages.

node.js IV Per'F will fell
TSova. /Scala / Clojute lanquages you about the
interpreter

Pe(‘F can use an alfernate
method +o findthe “real " function
(like we explained on page 10)

(can still be useful !}

20

Al
Qu!zﬁlvuo 12usey wva%oud 2w

W Swwbosd X7 owdsaesn &Jad X
Do v &
saungd ©1q Ay s 23y 05
~Bom |nyas0 kf]“nj.adow
o Ul Mok Of HI0q wpop Ayt skodsip $9d —

‘4nogo 5350 )ad swwbad dyy woy
$J34Unod> N4> / SA0JL ) Sa\dwos SPS |WRY W 4

1 oUJay Lavd JoMyBuU JuUn

x0uiq A3+24700 IONgU LURD
151102 wayshs 429105 w:ﬁgd

Jwolbod siyt 350,

o1 OWI0LUL |D3]]07 0f BUJDY aYyy SHSD j__)ad «—

ssuaddoy poym 5,324 ‘woaBosd v 4009 Uolowlosu +39 o}
,do3 $23d  Jo ¢ tois Jaad, ¢ piovss gad, un noh uayM

Jauwy ¥our] ayp Ut watsds v ()
,’})ad“ payj|e2 22odsiasa u W‘OJSDJCJ v @
:s3oed 7 ojur pds st washs Laad ey

i SPoM 41 Moy
23S S43| ‘gyed BN 04 MOY MOUN oM Loyt Moy

FYRIAIINO 1 S3poM 1)3d Moy

pemc '(IOP oufpuf

Here's what i+ looks like when T ron perf top
when ‘use_cPu' is runninj on my laptop :

®

100, 00% use_cpu
0,00% [kernel]
0,00% [kernel]

[.] run_awesome_function

[k] smp_call function_single
[k] load_balance

® % of the CPO the funckion is using

® name of program oc l.’bmrj

® function name /Symbo\

This is telling vs that 100% of the CPU
time is being spent in “run-awesome-function:

perf top can tell you both about
* functions in userspace programs

% functions in the Kernel

Here's what it looks like when the kemel is usingy a. lof of CPU:
kernel '?und'\'cns‘z

27.70% [kernel] ,[k] cpuidle_reflect
11.87% libxul.so [.] _init
10.24% [kernel] —{k] gaesni_encl

6.75% [kernel] \[k%ﬁndbioextentwritepage

3.94% [kernel] [k] find_get_pages_contig

this fonction is doing encryption (‘aes’) because
Tm wri‘n‘r}rj to an encrsp’reé filesystem
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pe('F record :

pecf top is great for getting & quick idea. of what's
happening, but T often want to investigate more in depth.

collects the same information as perf top

but it lets you save the date to analyse lafer.

T+ saves it in o File called “perF. data”
in your current dired-org.

I disPlay
ot [y
(- -] o

hey,here’s some
prof’i\ina dcd’q,'
Linux

Kernel Tl save it in

o file called

perf. data

Thece ace 3 main ways +o choose what processles) to
profile with pecf recacd :
———————————————— | «— stact coMMAND
: and profile it until it
exits
- " _‘.I «— pro'?rle PID until vau
® ‘Ber—f_recordP\Dl press cirl tc
+— p(o{"i\e E\Ief:j process
Ukl you press ctrltc
There’s o 4Ph hybrid thing you can da: i you specify
ba+h o PID (or -2) and & command, 'l profile the PID
ontil +the command exits. Like this:

CoOMM
PID_ COMHAND

® 'perf record -ai
iperf_record -o.

iperf_record -p 8325 sleep 5|

s This useful +rick lets you profile PO 2325 for S seconds!
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how profiling with perf work s

The Linux Kernel has a built in sampling profiler:

o)

Linux

T checked what function the program
WS running 50,000 times and here
ore the results!

How does Linux know which functions your program is
running 'ﬂ\oush?. Well -- the Linux kemel is in charge of
scheduling.

That means that at all times it has o list of every process
and the address of the CPU instruction that pProcess is
Curfenﬂnj conning. That address is called the instruction pointer.

Here's what the information the Linux kemel has looks like:

C0mmana PID Yhread 10 instruction pointer
python 2379 2379 Ox 00759 d2d
bash 1229 1229 Ox 00123456
use_cpu 4qqi 4qq| Oxabababab
use.cpu yqal yqg) Ox ababbbbb

Sometimes pecf can't figure out how to ton an instruction
pointer address into o function name. Here's anexample of
what that looks like:

2 m.éste(gws address 1

0.00% nodejs nodejs [.] 6x0000000000759d20
0.00% V8 WorkerThread [kernel.kallsyms] [k] hrtimer_active
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